


more than pay for all your security 
technology.
IBD: You’ve described movie and DVD
piracy as an emerging issue. What’s the
problem like now, and what do you expect
for the future?
Kocher: In China, as soon as a film hits the
theater you immediately have camcorded
copies flooding the streets. There are securi-
ty guards going up and down the aisles with
metal detectors going through theaters (try-
ing to spot people using camcorders to copy
a movie). I don’t know if we’re headed there
in this country, but the technological imped-
iments to piracy are rapidly falling.

Look at what hard disk prices are doing
and how fast broadband connections are
going to become. In 10 or 15 years you’re
going to be able to take every movie that
every major studio has put out in the last 50
years and put it on a $200 hard disk some-
where and copy them using your superfast
broadband connection. So we’re certainly
headed to a world where there’s a huge
amount of pain for the studios.
IBD: Do you see a way to head that off at
the pass?
Kocher: Studios are recognizing now that
their core businesses are threatened by this.
But the solutions aren’t easy. It’s not the
kind of thing where you go out and purchase
a firewall and install it and you’ve done 
your job.

It’s something where you have to focus on
how consumers interact with your product.

So if they view it as something that’s OK to
copy, then that immediately gives you a
hornet’s nest of problems. And there’s a
legal side to the problem. That is: Can you
craft acceptable laws that prevent piracy?
IBD: Do you see a way through the 
dilemma using technology?
Kocher: The studios’ objectives and the
technology industry’s objectives can clash,
largely because of failures of the technology
itself to differentiate between infringing
uses and noninfringing uses.

We focus most on the technology. If you
can get good technology, your PR and your
laws become sort of irrelevant; you can pro-
tect your stuff. It doesn’t matter if it’s illegal
to copy if you simply can’t copy.
IBD: Where do you focus besides on DVDs
and movie releases?
Kocher: Signal security for pay television
systems is actually our biggest single busi-
ness area. It’s biggest because of the intel-
lectual property we have and the research
we’ve been doing on how you make physi-
cal devices that hold keys that nobody 
can (break).

If you can make a satellite receiver or
cable set-top box where the bad guy can’t
duplicate the box exactly, then you win
from a security perspective.
IBD: Is it possible to do that?
Kocher: It is a very, very difficult problem.
Somebody who is malicious and has physi-
cal access to a box will spend in some cases
over $1 million attacking your device with

the full objective of getting the keys out so
they can clone the box.
IBD: How did you develop your longtime
interest in security and cryptography?
Kocher: I was basically running out of
money while in my sophomore year of get-
ting my biology degree at Stanford. And I’d
spent a couple summers working for RSA
Data Security and as a security consultant
for Microsoft. When I finally got my biolo-
gy degree from Stanford in 1991, I decided
rather than doing biology I’d do what I’d
been doing during my summers -– security
consulting.
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Films breaking even 
at the box office (U.S.): 1 in 10

Losses to film piracy 
yearly (U.S.): $3 bil+

Movies illegally 
downloaded daily: 350,000+

Time to download a film:
    • over a 56k modem 12-24 hours
    • over broadband 20-40 minutes
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