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Agenda 
 
Session 1: Timing Attacks & Simple Power Analysis (SPA) 
- Introduction to timing attacks  
- Interactive PIN verify attack using timing leak 
- Introduction to SPA  
- Interactive PIN verify attack using SPA 
- SPA waveform analysis exercise 
 
 
Session 2: Differential Power Analysis (DPA) 
- Introduction to DPA  
- Demo: DPA attack on embedded microcontroller 
- Overview of advanced DPA topics  
 
 
Session 3: Hands-on SPA Analysis 
- Introduction to DPA Workstation 
- Hands-on exercise: Recover an RSA exponent using SPA 
 
 
Session 4: Countermeasures & Certification Issues 
- SPA/DPA countermeasures  
- Specifying and certifying DPA resistance  
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